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Your Guide to 
Backstopping





Outline
Welcome, law enforcement officers and district 
attorneys. In the world of intelligence gathering and 
investigative work, the need for accurate and 
reliable information is paramount. In this guide, we 
will delve into the crucial concept of backstopping 
and corroborating intelligence surfaced from a 
Cybercheck report, and why it is essential for 
building a strong case in the criminal justice system.

Backstopping involves the process of verifying the 
accuracy and credibility of information obtained 
during an investigation. In the land of cyberDNA 
where our data set is the internet, new foundations 
need to built in your knowledge and that comes with 
many new tools and tricks of the trade. By 
understanding these techniques and implementing 
them effectively, law enforcement officers and 
district attorneys can enhance the strength of their 
cases and increase the likelihood of a successful 
prosecution.

All about Backstopping: Enhancing Investigation Efficiency and Accuracy

Examining a Cybercheck Report

Validating Key Details

Exploring Online Aliases

Expanding on Open-Source Intelligence Tools

Data Streams and their Significance

Exploring Open-Source Intelligence Tools for Forensic Investigations

Enhancing Digital Investigation Processes

Relevance of Personal Information in Digital Investigations

Building Correlated Intelligence with IP Addresses

The Significance of IP Addresses in Locating Suspects

Send your questions to 
support@cybercheck.ai, we look 
forward to hearing from you. 
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All about 
Backstopping: 
Enhancing 
Investigation 
Efficiency and 
Accuracy

Cybercheck’s goal is to provide probable cause in a 
whole new way. To achieve this, we have developed 
an intelligence package that can be backstopped 
and correlated, rather than labeling it as an evidence 
package.

Now, let's delve into the specifics of how we can 
support agencies within the realm of open-source 
intelligence.

Examining a Cybercheck Report

Let's begin by looking at a specific case from one of 
our clients. The report highlights a victim who was 
discovered deceased on the ground, with no video 
footage or witnesses at the scene. The investigation 
requires information on various locations, vehicle 
details, and the identification of an unknown male.
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Each incident location, including the victim, goes 
through our system to gather relevant information 
and build a comprehensive case. For instance, one 
of the incident locations is a commercial area. 
Through geofencing and data gathering techniques, 
we collect and correlate information such as IP 
addresses, URLs, and geo-location data within a 
one-mile radius of the location.

When we provide a report to an agency, whether it's 
a district attorney's office or a law enforcement 
agency, it is crucial to ensure that the information 
we provide is relevant, repeatable, and capable of 
advancing the investigation. To achieve this, we 
recommend that they begin by validating key 
details.

Court View

Digital Forensics

Intelligence

Visualization (front line)
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At this stage, agencies might question the leaps we 
make in connecting different pieces of information. 
However, we must consider that the person of 
interest owns the email account, phone number, and 
has used an IP address that correlates with the 
report's later sections.

Now, if agencies want to validate this information, 
they can easily do so with tools like Searchbug.com 
or Lexus Nexus. By clicking a button, they can 
access a comprehensive report on John Smith, 
including relatives, email accounts, phone numbers 
and addresses based on utilities.

The comparison between our report and a 
Searchbug.com report reveals some variations and 
differences. For example, Searchbug.com lists three 
different dates of birth, whereas we had only one 
matching date of birth. Similarly, there are variations 
in the email accounts listed. However, it's important 
to note that our system uses only the information we 
observe and does not provide a comprehensive data 
dump.

Validating Key Details, 
Law enforcement agencies typically have access to 
tools such as Lexus Nexus or TLO to validate key 
information like names, addresses, and dates of 
birth. This initial step helps confirm the accuracy of 
the information provided. For example, they would 
check if "John Smith" matches the correct date of 
birth and other details.

It's important to note that our approach, whether 
it's backstopping, case reviews, or court 
preparations, follows a beginning-to-end narrative. 
We emphasize the "who, what, where, when, and 
how" of the event, ensuring a comprehensive and 
coherent storyline.

In this case, let's assume the agency successfully 
validates the provided information for John Smith. 
Now, we move on to exploring online aliases.

Exploring Online Aliases

We notice an online alias, "JSmitty," which is 
correlated with our person of interest, John Smith. 
This correlation strengthens the case. Additionally, 
we have observed that the online alias often 
corresponds to the beginning of the person's email 
address.

For instance, John Smith's online alias, "JSmitty," is 
likely the beginning of his email account. By 
examining phone numbers associated with the 
email account, we find a match with the phone 
number ending in 4537, further confirming its 
connection to John Smith.
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Traditional Law 
Enforcement Roles

How those roles  
map to Cybercheck

Crime Scene 
Investigator ML-Sys-32

Detective (MCU, 
Narcotics, ICAC) AI-Investigator-18

Evidence Technician ML-Correlator-12

Forensic Technician ML-Collector-11
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Expanding on Open-Source 
Intelligence Tools

In one investigation conducted with one of our 
customers, there was a potential person of interest. 
To gather more information, the team decided to 
return a case and examine cyber profiles. These 
profiles were strong and belonged to individuals who 
were incarcerated at the time of the event. Further 
investigation led the detective to the brother of the 
potential person of interest, who became part of the 
case.
One of the key findings in the investigation was the 
discovery of an email account associated with the 
suspect. To verify the validity of this information, the 
team utilized a powerful open-source intelligence 
tool called EPIEOS. This tool is widely used in the 
industry and provides a comprehensive email and 
phone reverse lookup service. By inputting the email 
account into EPIEOS, the team was able to confirm 
that the Google ID associated with the email 
account matched the one they had obtained in the 
Cybercheck report.
It is crucial to validate information obtained through 
open-source intelligence tools, especially when 
dealing with warrants and Google IDs. In legal 
proceedings, defense attorneys often question the 
credibility of the evidence presented. By double-
checking with Google and obtaining official 
confirmation, the investigative team can strengthen 
their case. This was underscored by an ongoing 
Daubert hearing, where the Sheriff's Office failed to 
file necessary paperwork with Google, leading to 
doubts about the evidence presented.

As a side note, we would like to share with you the 
Open-Source Intelligence Framework (https://
osintframework.com/), which serves as a de facto 
standard for intelligence analysts across various 
sectors. This framework offers diverse approaches 
and methods for validating information, and our 
technology stack is built upon it. It encompasses 
public records, usernames, IP addresses, and MAC 
addresses, all of which have been integrated into our 
system.

To provide a clear example, let's consider tombstone 
data. By cross-referencing the provided address, 
email account, and IP address, we can verify their 
accuracy by comparing them to the information 
available on Searchbug.com.

Our approach to backstopping and investigation 
involves a comprehensive and coherent narrative, 
supported by tools and frameworks widely 
recognized in the field of intelligence analysis. We aim 
to enhance investigation efficiency and accuracy by 
providing agencies with relevant and validated 
information.
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Google provides four different types of IDs, 
including Google Maps, Google Calendar, Google 
Plus, and Google Archive. Each of these IDs has its 
own unique identifier within the Google system. This 
distinction is important to note, as it affects the 
documentation required when requesting 
information from Google.

Another valuable open-source intelligence tool to 
mention is "Have I Been Pwned", https://
haveibeenpwned.com/. This tool allows 
investigators to check if an email account or Google 
ID has ever been compromised or hacked. In the 
case at hand, the email account associated with 
their suspect had numerous entries indicating 
compromise.

The FBI analysts heavily rely on these open-source 
intelligence tools, as do security operation centers 
responsible for SCADA (supervisory control and 
data acquisition) systems at nuclear power plants in 
the United States. This demonstrates the 
widespread recognition and acceptance of these 
tools within the intelligence community.

COPYRIGHT© 2023 Cybercheck All Rights Reserved. 
77



8

Data Streams and their 
Significance

Understanding data streams is an essential aspect 
of the investigation process. Whether it is URLs, IP 
addresses, or other data elements, they all 
communicate and connect to vital pieces of 
information. In this case, the investigators 
discovered a specific URL related to an application 
called Internet Download Manager. They were able 
to correlate this URL with a Google ID and an email 
account. Additionally, they found relevant data in 
the data stream capture.
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It is important to note that the collected information 
is like pieces of a puzzle that needs to be carefully 
analyzed and assembled. No single URL or IP 
address across the surface, dark or deep web 
houses all the required information. Therefore, 
investigators need to meticulously piece together 
the different components to gain a complete 
understanding.

To support the investigation, backstopping the data 
becomes crucial. The first step is to identify the 
actual URL and understand its significance. This 
allows investigators to establish the nature of the 
Internet Download Manager and determine if it is 
browser-based or standalone.

Collaboration with other agencies becomes vital at 
this stage. Questions such as whether the identified 
person is currently incarcerated, the availability 
of forensic extractions (including but not limited to 
cell tower dumps, Cellebrite dumps, Magnet 
Forensics dumps, Micro Systemations, Belkasoft, 
chip off, JTAG, ect.) need to be addressed. 
These resources can assist in serving search 
warrants or conducting further investigations.

An effective method of backstopping data streams 
is by searching for specific data capture points. This 
can be achieved by analyzing data in Magnet 
Forensics or Cellebrite type applications. 
By identifying and searching specific lines of code 
or the entire data capture, investigators 
can extract valuable intelligence.
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The same approach can be applied to phone 
numbers. Serving paperwork to mobile service 
providers such as T-Mobile or Verizon can provide 
access to call detail records. This information is 
useful in corroborating other open-source 
intelligence findings.

By utilizing open-source intelligence tools and 
conducting thorough backstopping, investigators 
can strengthen their cases and provide compelling 
evidence. These tools offer valuable insights and 
support at both a cursory and granular level of 
investigation.

Exploring Open-Source 
Intelligence Tools for Forensic 
Investigations

When conducting digital forensic investigations in 
the world of tools like Magnet Forensics or 
Cellebrite, it's crucial to have a visual 
representation of the data to analyze and 
understand the underlying details. By examining 
the data, line by line, we can easily search for 
specific lines or sections, making the investigation 
process more efficient and accurate.
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Using open-source intelligence tools, we can 
validate and verify information, providing strong 
support for our investigations. This is particularly 
useful when dealing with more granular data 
streams and backstopping. For example, when 
serving paperwork to telecom companies like 
AT&T, T-Mobile or Verizon to obtain call detail 
records, having access to similar tools used for 
searching and analyzing open-source intelligence 
can enhance the investigation process.
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One such tool is Criminal IP, which provides 
information on ports, services, malicious activities, 
and geo-location associated with an IP address. This 
tool assists in replicating and backstopping IP 
addresses, strengthening the overall forensic 
investigation process.

Throughout our investigation, we have progressed 
through our technology stack, starting from a 
specific IP address (e.g., 170.2.232.55) and 
traversing through multiple IP addresses to reach 
our target location. Each IP address serves as a next 
hop, guiding us towards relevant information and 
facilitating our analysis.

By leveraging the intelligence tools in this guide, we 
can gain a visual understanding of the extraction 
patterns and next hops involved in our investigation. 
This helps us navigate through complex data and 
make informed decisions based on the analysis.

Resolution of a Query on Google 
IDs

During one of our investigations, we received a 
query regarding Google IDs with a length longer than 
13 characters. After contacting Google, we learned 
that these IDs should ideally be between 10 and 13 
characters. However, Google deemed them invalid. 
We have encountered similar situations before, 
where resubmitting the query or trying the reverse 
approach by submitting the Gmail account and 
requesting subscriber information along with the 
associated Google ID may yield better results.

As you continue your investigation, it is important to 
remain attentive to the information displayed on the 
screen, as it may provide crucial insights and lead us 
to new paths for exploration.

Similar to how we locate individuals through 
geolocation data and IP addresses, we can also rely 
on open-source intelligence tools for gathering 
information on computers connected to the public 
internet. A notable tool for this purpose is 
Criminalip.io, which allows us to input an IP address 
and retrieve details such as open ports, associated 
services, location, and potential vulnerabilities. This 
website exposes common weaknesses and data 
leaks, making it a valuable resource for forensic 
investigations.

Now, let's dive deeper into the connection between 
data streams, IP addresses, and websites. For 
instance, if we have a data stream related to the 
internetdownloadmanager.com website, we can 
trace its origin and IP address using a Gmail account 
and a Google ID. This information is obtained 
through our onion tech stack, which involves 
extracting data from onion sites and analyzing it 
further in our intelligence stack.

Similarly, just like how Searchbug.com aggregates 
and correlates data from various sources, an open-
source intelligence approach involves the 
aggregation and correlation of information from 
multiple channels. By following the trail of IP 
addresses and utilizing different open-source 
intelligence tools, we can uncover valuable insights 
and establish connections.
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Digital Forensics Intelligence Visualization (front line)

Enhancing Digital Investigation 
Processes

When dealing with service providers, such as 
Google, there are certain challenges that 
investigators often face. For instance, obtaining 
accurate and relevant information from these 
providers can be a time-consuming process. 
Sometimes, investigators have to reach out to the 
organization multiple times before they can connect 
with someone who possesses the necessary 
knowledge to assist them.

In cases where the submission of a Google ID is not 
sufficient, investigators may have to start with a 
Gmail account to gain access to subscriber 
information. However, it is important to note that 
this process can be reversed as well. For instance, 
when investigating cases that involve Gmail 
accounts, investigators might need to request 
subscriber information and Google IDs. This 
comprehensive approach ensures that all relevant 
data is obtained.

Some of the agencies we support have 
encountered instances where certain IDs were 
believed to never exist. In such cases, investigators 
have to go back to the beginning and focus on 
Gmail accounts that contain the desired subscriber 
information. It is crucial to include accounts that 
have a Gmail prefix, but are not owned by 
individuals, as it is possible to create dummy 
accounts on other platforms like Microsoft or 
Yahoo using the Gmail prefix.
One important aspect to consider is the impact of 
single sign-on accounts. These accounts, such as 
those used for calendaring or logging into Google, 
provide valuable data for investigations. They can 
help investigators track malware distribution or 
instances of illegal activities, such as child 
pornography distribution.

Relevance of Personal 
Information in Digital 
Investigations

During a digital investigation, there are various 
pieces of personal information that investigators 
collect to build a comprehensive profile. This 
information includes the individual's name, date of 
birth, online aliases, e-mail accounts, Google IDs, 
phone numbers, and residential addresses. All of 
this data leads investigators to a crucial point: the 
first IP address.
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It is important to understand that multiple IP 
addresses may be involved, and investigators must 
account for each one. The ultimate goal is to 
establish a clear connection between this 
information and the person of interest, as well as 
their activities at a specific date and time in a 
particular location.

For this reason, the IP address plays a critical role in 
the investigation. It serves as a starting point, 
leading investigators to relevant websites, possible 
release points, credentials, or Gmail accounts 
associated with telco information. Analyzing the 
person's online activities, such as visiting, 
communicating, or consuming specific websites, 
can provide valuable insights.

Web hosting, malware, and pornography are three 
common reasons why investigators seek to obtain 
IP addresses. These pillars serve as indicators of 
potential illegal activities or connections to criminal 
networks.

Building Correlated Intelligence 
with IP Addresses

When compiling cyber profiles and intelligence 
bulletins, investigators examine a multitude of 
websites. However, when it comes to including 
actual IP addresses in reports, the information must 
come from reliable sources, such as onion reps. 
These sources may reveal additional details, such 
as the existence of a Gmail account associated with 
a specific IP address.
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Once the IP address is obtained, it becomes the 
glue that connects all the other pieces of 
information. This correlation process allows 
investigators to determine if the gathered data 
can be transformed into actionable intelligence. 
Without the IP address, the investigation lacks 
the necessary foundation to progress further.

Obtaining the final IP address requires a series of 
hops, which are built into a machine learning 
framework. These hops lead investigators from 
one IP address to another until they reach the 
desired endpoint. Each hop provides additional 
intelligence and serves as a backstop to validate 
the investigation's findings.

For instance, if an IP address is found to be 
owned by AT&T, while another is associated with 
Spectrum, investigators will prioritize 
backstopping AT&T due to their ability to provide 
valuable information about incoming and 
outgoing edge traffic.
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One of the primary objectives of digital 
investigations is to establish the connection 
between a suspect and the scene of a crime. When 
an event is reported at a specific location, 
investigators rely on IP addresses to track the 
transmission of information to and from the 
internet. By analyzing the data that returns to their 
systems, investigators can connect the suspect's 
profile with the IP address associated with the 
event.

However, the process is not always straightforward. 
In cases where numerous individuals are present at 
the scene, investigators may need to go through 
multiple IP addresses before finding the one that 
can be linked to the suspect. This meticulous 
process ensures that investigators can accurately 
identify the individual involved.

The success of this process relies heavily on the 
active participation of individuals in consuming, 
responding, uploading, and downloading data. Once 
investigators can establish that the suspect has an 
email account on a specific URL and that the URL 
receives posts from an IP address, they can start 
building a timeline of the suspect's interactions.

The Significance of IP 
Addresses in Locating 
Suspects
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Utilizing Wigle.net for Media 
Access Control (MAC) address 
ID Backstopping

Wigle.net is a valuable resource that investigators 
can leverage to backstop MAC IDs. By cross-
referencing MAC addresses with the data available 
on Wigle.net, investigators can further validate their 
findings and strengthen the correlation between 
MAC addresses and specific locations.

IP addresses serve as critical elements in digital 
investigations. They provide investigators with the 
necessary starting points to uncover relevant 
information, track online activities, establish 
connections, and ultimately locate suspects. By 
diligently analyzing and correlating data, 
investigators can piece together a comprehensive 
narrative that supports the successful resolution of 
criminal cases.
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Conclusion

Backstopping in digital investigations plays a 
crucial role in enhancing the efficiency and 
accuracy of the process. By examining a 
Cybercheck report, validating key details, 
exploring online aliases, and utilizing open-source 
intelligence tools, investigators can gather crucial 
information to build correlated intelligence and 
locate suspects. Data streams, personal 
information, and IP addresses all play significant 
roles in digital investigations, allowing 
investigators to track and identify individuals 
involved in their investigtions.

For those looking to enhance their digital 
investigation processes and understand the 
importance of personal information and IP 
addresses in locating suspects, utilizing 
Cybercheck and open-source intelligence tools 
can be invaluable. By expanding on these 
resources and techniques, investigators can 
improve their efficiency and accuracy in solving 
complex criminal investigations. If you have any 
questions or would like more information on 
Cybercheck, please don't hesitate to reach out. 
We are here to help you navigate the complex 
world of digital investigations and enhance your 
capabilities in this crucial field.
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If you have questions, reach out, 
we’d enjoy the conversation.

Email us at support@cybercheck.ai, 
we’d be happy to answer your questions.
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