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Introduction

In this eBook, we will be focusing on the court and
Cybercheck’s experiences with court hearings,
motions, and related aspects.

Now, it’s worth noting that what Cybercheck does
is not a new science but rather a modification of
proven machine learning techniques developed
over several decades. Throughout this eBook, you
will read a lot about machine learning and artificial
intelligence, which are also not new concepts.
However, our approach to implementing these
technologies is unique, as it was exclusively
designed for law enforcement purposes.

Many of you may already be familiar with the steps
involved in our technology and the roles of law
enforcement. In this eBook, we will establish a
baseline by providing a foundational overview of
how our technology functions and operates in the
context of law enforcement. As we progress, we will
continuously tie everything back to its application
in court.

If you have any questions after reading this

eBook, we’d enjoy hearing from you, send an
email to support@cybercheck.ai.
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Outline

Let’s take a quick look at the outline of this eBook.
We will start by reviewing the foundational concepts,
including the roles and court views of our product,
Cybercheck. Then, we will delve into the more
substantive aspects, focusing on probable cause
and the admissibility of our technology in court.

Considering that we are spread across different
states in the U.S., we have varying degrees of
experience and exposure to different courts. This
lack of consistency is primarily due to the way
probable cause and admissibility work across
various states. Therefore, we encourage you to
reach out with questions about these topics so that
we can provide further explanations and insights.

Send your questions to
support@cybercheck.ai, we look

forward to hearing from you.

COPYRIGHT® 2023 Cybercheck All Rights Reserved.

Foundational Concepts I

Court View of Cybercheck

Roles: from Law Enforcemerllt achines

Cyber Profiles; coI’ted Samp 4s -
Probable Cause "I '

What is Probable Cause Based On?

Guidelines of the “Ask”

Admissibility in Court (Backstoy

3ing)

Crime Scene Investigation f vb

Intelligence Cycle

Reconstructing

Court Bou

¥ e-
e ;/ e
- *;* "
- e
3



6 cybercheck

Foundations:
Courts &
Machine Learning

As mentioned earlier, the relationship between
courts, machine learning and artificial intelligence is
not new. However, introducing our technology into
the court system, as well as obtaining search
warrants and arrest warrants, presents certain
challenges. One of the main challenges we face is the
ambiguity surrounding artificial intelligence, which
has become a pervasive buzzword in technology and
law enforcement, as well as other sectors.

Defining artificial intelligence can be problematic
since different people and companies interpret

it in various ways. This lack of clarity leads to
different degrees of understanding. In the context of
Cybercheck, we define artificial intelligence as part
of our intelligent stack, which builds upon machine
learning.

Machine learning involves the development of
computer systems that learn and adapt without
explicit instructions. This serves as the foundation
for much of our technology stack. Taking it a step
further, artificial intelligence represents computer
systems that surpass human intelligence and can
function autonomously.
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It’s important to note that everything we discuss
here has been introduced into courts in different
states, and we have found that it resonates well

with prosecutors and judges. However, there is

a misconception that our technology should be
confined to the digital forensics funnel. In reality, it is
a tool utilized not only by digital forensics but also by
detectives, frontline officers, intelligence analysts,
and prosecutors.

In the realm of digital forensics, there are various
tools and technologies available to investigators.
These tools range from software like Cellebrite,
Magnet Forensics, EnCase, to more visualization
front-end tools such as Hawk Analytics and their
product Cell Hawk. It is essential to understand that
digital forensics is not confined to the boundaries of
the court’s probable cause world. Instead, it exists
in the intelligence realm, which requires a deep
understanding of the technology being used.

Court View

Magnet

Celebrite

Digital Forensics

Intelligence

Hawk
Analytics

\%

Visualization (front line)
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The Importance of Roles in
Technology Development

Roles play a crucial role in the development of
technologies used in digital forensics. Building

a technology like Cybercheck, which can aid in
solving cold case homicides, child exploitation
cases, and combating human trafficking, requires a
comprehensive understanding of the field.

With a background in cyber forensics, digital
forensics, and signal forensics spanning several
decades, Adam Mosher, our Founder, brings a
unique perspective to the table. His experience in
operational, strategic, and tactical operations within
law enforcement and open source intelligence
settings has been instrumental in shaping the
technology we have today.

The Significance of Roles
in Law Enforcement

Roles are equally significant in the law enforcement
sector. In this context, roles can vary widely, ranging
from civilian crash investigators to forensics
technicians and SWAT officers. Understanding

the roles within law enforcement is relatively
straightforward, as they have well-defined

goals, responsibilities, and clear-cut purposes.
Consequently, navigating the court system with
these roles is relatively uncomplicated.
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Complexity of Roles in Machine
Learning and Artificial
Intelligence

However, when it comes to defining roles in machine
learning or artificial intelligence, things become more
intricate. We have taken traditional law enforcement
roles, such as crime scene investigators, evidence
technicians, and intelligence officers, and recreated
them in the realm of cyberspace. This mapping of
roles allows Cybercheck systems to process data at
an incredibly fast rate, ensuring quicker surfacing of
intelligence.

Traditional Law

Enforcement Roles

Crime Scene
Investigator

How those roles
map to Cybercheck

ML-Sys-32

Detective (MCU,
Narcotics, ICAC)

Al-Investigator-18

Evidence Technician

ML-Correlator-12

Forensic Technician

ML-Collector-11
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Challenges Faced
by the Courts

The courts often struggle with the concept of
intelligence officers in the digital age. Understanding
how a machine can replicate the abilities of a human
intelligence officer, who can sift through social media
platforms like Facebook and correlate information,
poses a challenge. Defining and integrating these
roles into our intelligence stack requires a different
approach.

Importance of Familiarity
for Judges

This brings us to the question of why familiarity

with these roles and technologies matters in court.
Through our experiences, we have learned that
aligning roles in technology with their counterparts

in law enforcement, such as forensics technicians,
helps the court and judges grasp the concepts more
easily. When it comes to admissibility during hearings,
explaining technology concepts that are entirely new
to the court becomes an uphill battle. Some judges
may require explanations even for basic concepts
like an IP address, making it crucial to bridge the
knowledge gap.

COPYRIGHT® 2023 Cybercheck All Rights Reserved.

Describing Technology in
Layman’s Terms

To ensure effective communication with judges

and make our technology understandable, it

is essential to describe it in layman’s terms. By
mapping roles from forensic technicians and
evidence technicians to the system’s structure,
operations, and functionalities, the entire process
becomes much smoother. This approach allows

us to bridge the gap between the familiar and the
unfamiliar, enabling judges to better comprehend
the technology at hand. Roles play a pivotal role

in both the development of technology for digital
forensics and its integration into the legal system. By
aligning roles in technology with their counterparts
in law enforcement, we enhance understanding and
facilitate smoother communication in the courtroom.
Ultimately, this helps ensure the admissibility and
effectiveness of digital forensic intelligence in legal
proceedings.
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Cyber Profiles:

An Introduction to
Understanding How
Someone Represents
Themselves in
Cyberspace

When it comes to legal proceedings, specifically in
hearings, admissibility rulings, and trials, the topic
of collected samples often arises. However, it is
essential to note that we are not dealing with DNA
analysis, latent prints, tool and mark evidence,

or NIBIN space (National Integrated Ballistic
Information Network). Our focus lies in a different
domain that can be likened to the scientific process
involved in those areas. The distinction lies in the
fact that our work is more aligned with forensic-
based science. As a result, we face challenges when
defending our methods in comparison to the more
established fields of biology, footprints, and latent
prints.
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Nevertheless, we must always remember the
three key components of our work: the funnel of
probable cause, intelligence, and the crucial middle
ground that connects them. In every court case
we have been involved in, the Fourth Amendment
has consistently been a topic of discussion. While
we have encountered instances where the Fifth,
Sixth, and Fourteenth Amendments have been
questioned, the Fourth Amendment remains the
primary focus. This constitutional amendment
protects individuals from unreasonable searches
and seizures, making it highly relevant to our line
of work.

COPYRIGHT®© 2023 Cybercheck All Rights Reserved.

Now, let’s address the question of data sources. It

is important to understand that the data we work
with is not our own; instead, we process requests on
behalf of law enforcement agencies. As a product
exclusively designed for law enforcement purposes,
we cannot randomly access information or run
cases on just anyone. The chain of custody and the
starting point of our analysis always originate from
a specific request made by an agency regarding a
particular event. In a moment, we will delve deeper
into the concept of events. It is crucial to highlight
that everything we do revolves around people.

Whether it is a body found on the side of the road,

a shooting at a nightclub, or a child exploitation

case, these are all events that shape our intelligence
framework. Regardless of whether we are
investigating physical or cyber-related incidents, our
ultimate goal is to uncover probable cause and focus
our attention on individuals who warrant further
scrutiny.

Probable cause, as we have come to realize through
our experience, varies from state to state. However,
there is a general consensus that it revolves around
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what a reasonable person would believe regarding
the commission of a crime or the imminent
occurrence of one. Additionally, some jurisdictions
consider the facts and circumstances surrounding
the event in question to determine probable cause.
Yet, the challenge we face is that no human being
can directly analyze the intelligence generated

by our systems. The Cybercheck technology
operates as a true black box, replicable by skilled
professionals in the open-source intelligence
realm. However, during the process, no human
intervention takes place. It is only when the system
has completed its analysis and generates a report
that an actual human being becomes involved.
Therefore, we adopt a unique perspective on
probable cause, focusing not on a reasonable
person but on a reasonable machine.

Our system performs tasks, such as correlating
and analyzing data, with the aim of identifying an
individual’s cyber profile on a specific date and
time. In the world of Cybercheck, probable cause is
determined based on open-source intelligence. We
define open-source intelligence as the collection
and analysis of publicly available information with
the purpose of answering specific intelligence
inquiries. The concept of cyber profiles offers us a
glimpse into how individuals present themselves in
the digital realm.
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Our work, although distinct from traditional

forensic sciences, is centered around providing law
enforcement agencies with the necessary tools to
establish probable cause. By utilizing open-source
intelligence, we aim to bridge the gap between digital
footprints and legal proceedings, ensuring a fair and
just approach to cyber investigations.
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Expanded Content:

If we examine a couple of examples, such as a cold
case homicide from 2003, it becomes evident that

the ask, or request for information, was very specific.

An ask does not grant us unrestricted access to
explore other areas outside of its scope. Therefore,
if the homicide occurred on May 1, 2023, we should
not start investigating events from December 2020.
The ask must be strong, and the technology and
report generated should focus solely on addressing
the specific inquiry. Only then can it withstand the
scrutiny of the defense.

As we discussed earlier, the ask refers to a series
of questions related to an investigation. Those of us
who have been involved in this field for some time
have utilized tools like TLO’s and LexisNexis, both
of which are excellent products. However, you will
notice that there are some differences between us
and them. We are not intended, nor will we ever be
intended, to serve as a mere data dumping tool. Our
purpose is not to provide raw data. In order for us
to present something meaningful in the context of
a Cybercheck report, it needs to be accompanied
by relevant insights and information that has been
uncovered.

In the past, when forensic professionals conducted

araw image dump of a laptop or cell phone, it
would result in a pure data dump. However, such
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an approach lacks the narrative or specific details
surrounding the events that occurred. This is

where Cybercheck comesiin. It brings a new

level of intelligence to the investigative process,
driven by machine learning and our Al engine. Its
sole objective is to provide a layer of investigative
intelligence by transforming raw data into actionable
information.

Let’s consider a hypothetical scenario involving a
case from one of our customers. In this instance,

approximately 16 petabytes of data were processed.

However, this data is not collected, stored, or
provided as part of the investigation platform. It is
simply data that was examined to determine the
path from point A to point B in the vast realm of
cyberspace.

When everything is said and done, all the relevant
information we discussed earlier, such as roles,
information collection, and open-source intelligence,
serves one purpose: establishing probable cause.
This probable cause is based on actual intelligence
that supports an ongoing investigation.

Regardless of the year, the cases we have
participated in have certain commonalities. They
involve sifting through a significant amount of
data, some of which may be noisy or inconclusive.

Nevertheless, they all share a well-defined ask,
and the ultimate goal is to identify cyber profiles or
anomalies related to the body dump site, homicide
sceneg, or the last known location of the victim.

It is important to note that the Internet serves as

our primary data source. We do not actively collect
data or engage in APl-based technology that relies
on relationships with platforms like Facebook. The
long-term plan of Cybercheck is to support law
enforcement, regardless of any potential legislative
or policy changes that may restrict access to certain
data sources. Therefore, our reliance on the Internet
as a data set ensures that we can continue to fulfill
our mission.

Even within the guidelines of the ask, such as in the
2003 cold case, the focus is on identifying cyber
profiles at the body dump site on March 21, 2003.
This specific ask is what the State police seek, and
Cybercheck is designed to provide a hypothesis
based on this inquiry.

Similarly, in a mass shooting case, the ask revolves
around identifying cyber profiles observed at the
ATM machine across the street and the store on the
morning of the massacre. Once again, the ask is
clearly defined and focused.
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Lastly, let’s consider another case. The ask here is to
determine the probable location

of the murder weapon. This demonstrates how

each investigation has its own unique and specific
inquiries that we aim to address through our
expertise and technological capabilities.

Let’s delve deeper into the cases that our system

is designed to handle. We primarily focus on major
felonies, such as serial murders, homicides, and
significant narcotics cases. Additionally, our system
is effective in dealing with cases involving child
exploitation and human trafficking. These are the
types of crimes that our system was specifically built
to uncover intelligence around.

Backstopping Warrants

This example illustrates how our system uncovers
the representation of individuals in cyberspace by
aggregating intelligence from different websites and
web sources. It's essential to consider the question
of admissibility and the legal proceedings surround-
ing our technology. Many courts seek the disclosure
of algorithms to allow defense experts to recreate
our methodology. However, our policy is consistent
with other companies like Cellebrite and Magnet Fo-
rensics—we do not disclose our algorithms. Instead,
we focus on ensuring that the prosecutors' office,
with whom we collaborate, has confidence in our
technology to withstand appeals.

COPYRIGHT®© 2023 Cybercheck All Rights Reserved.

This is an example that demonstrates how our
system works in practice. In one County, there was
an unfortunate incident where two individuals
entered a house and fatally shot a man. The
authorities had DNA evidence from two individuals,
and one of them was swiftly arrested and sentenced
after their DNA matched a profile in the Combined
DNA Index System (CODIS).

However, the other individual had only a partial
DNA match, which was insufficient to find a direct
match in CODIS. The question then arose: could
Cybercheck help identify any cyber profiles
associated with this individual at the location, date,
and time of the homicide?

Digital Forensics

Intelligence

Here’s how our system operates in such situations.
It takes the request for cyber profiles and
disseminates it across various intelligence networks
in cyberspace. The system tirelessly searches until
it finds correlations between the provided date and
time, ultimately surfacing potential cyber profiles of
an individual. In this case, the system successfully
identified a cyber profile belonging to the second
individual, which was then linked to the DNA sample
through CODIS, resulting in a match.

Hawk
Analytics

Vv

Visualization (front line)
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A County in Ohio, provides an excellent example of
this approach. They have been using our system
extensively, incorporating it into numerous cases.
Initially, they observed successful outcomes,
securing guilty verdicts in homicide trials. However,
as some defendants shifted from public defenders
to retainer-based defense attorneys, the dynamics
changed. The new defense attorneys pursued
additional legal avenues such as Frye hearings,
Daubert hearings, and motions to suppress
evidence. This strategic shift by the defendants
didn’t deter the County prosecutors, who saw this
as an opportunity. By flooding the court with cases
involving our technology, they aimed to set legal
precedents through appeals. They understand that
some appeals may favor us, while others may not,
but the numbers game they are playing is proving
effective thus far.

Nevertheless, there are challenges associated with
backstopping, or validating the data we provide. It
is crucial to be honest and acknowledge that some
cases will present difficulties. For instance, there will
be instances where we return information related
to websites that no longer exist or cell phones that
exceed the retention period for records held by
service providers. This poses a problem for law
enforcement agencies and prosecutors. They must
decide how to utilize our data as probable cause
and determine the subsequent steps. Additionally,
although we are not directly involved in digital
forensics, our data can often be corroborated by
companies like Cellebrite and Magnet Forensics,
adding a layer of validation to our findings.

COPYRIGHT®© 2023 Cybercheck All Rights Reserved.

By flooding the court
with cases involving
our technology, this
County aimed to set
legal precedents
through appeals.
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Enhancing the
Content: Exploring
Digital Markers and
Intelligence Validation

In the realm of digital investigations, the accuracy

and reliability of information play a crucial role in
law enforcement operations. One challenge arises
when a phone number associated with a Google ID
is no longer valid due to porting to another number.
However, the use of Cellebrite, a trusted tool,

has provided reassurance in numerous cases by

addressing this issue.

One of the reasons for the existence of silos in this
field is to identify where we fit into the overall law
enforcement approach. However, these silos can
prove to be unhelpful when it comes to validating
data. For instance, call detail records and digital
forensic tools like Magnet Axiom might help identify
specific sectors or byte streams in a hard drive, or
even uncover a cache of incriminating images on a
suspect’s computer. This kind of evidence can be
presented to law enforcement agencies, further
reinforcing the credibility of the information.

Although the process of backstopping can
sometimes be challenging, it is a necessary step
towards ensuring the accuracy and reliability of the
information gathered. Regardless of the difficulties
faced, it is essential to strive for a comprehensive
narrative that tells a bigger picture of the story.
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Understanding Digital Markers
and Intelligence Origins

Within the realm of digital forensics, the term “digital
markers” is frequently used to refer to specific
pieces of evidence that are crucial in investigations.
However, it is important to explore where these
digital markers originate and how they can be
authenticated. This is where the concept of silos
becomes significant. Silos help define our role

and position within the investigation process, but
they can hinder the validation and recreation of
information.

For Cybercheck, the intelligence origins lie in
answering the fundamental questions of who, what,
where, when, and how. Each answer provides an
opportunity to authenticate the information through
search warrants, call detail records, and the use of
tools like Cellebrite. By layering this intelligence
onto a comprehensive report, we can create a
cohesive narrative that speaks to both traditional
forensics and intelligence analysis.

The acceptance of this approach has been
observed in court hearings, where visibility and
credibility are crucial. The precision associated
with digital forensics is often mistakenly applied to
our field, but it is vital to remember that we operate
within the framework of intelligence analysis. Our
goal is to provide law enforcement with reliable and
accurate data to support their investigations.
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Our Technology Stack: A Crime
Scene Investigation Tool

Now that the roles are defined and the importance
of validation is understood, let’s delve into our
technology stack. Our tool is designed to function
as a crime scene investigation tool, just like the
processes followed in the physical world. In a
real-world scenario, you have a first responding
officer, an investigator, and a team for processing
the scene. Similarly, our technology incorporates
this structure and approach into its underlying
framework of intelligence analysis.

Every aspect of our tool is purpose-built for law
enforcement, ensuring that the output of data
aligns with their requirements. When it comes to
court proceedings, questions may arise regarding
the algorithms used or the ability to replicate
our results. It isimportant to note that data is
not merely an asset for us; it is our product.

Our technology presents a simple front-end
interface, while the complex work is performed
in the back-end systems, ultimately producing

a comprehensive report that serves as the end
product.
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Expanding on

the Content:
Understanding the
Role of Technology
in Intelligence

and the Criminal
Justice System

In the realm of intelligence analysis, when faced
with the challenge of revisiting an old crime, such as
a body dump that occurred in a remote area back
in 2015, it is crucial to examine how the landscape
and communication infrastructure have evolved
over time. In the traditional intelligence realm,

an analyst would delve into historical records to
understand the changes that took place between
2015 and 2023. This would involve investigating the
existence of buildings, the telecommunication and
wireless access point providers in the area, and
other relevant factors. These investigative tasks
are now efficiently performed by technology-driven
systems, which enable us to accomplish them at a
much faster pace.

An apt analogy to describe the efficiency of
technology is searching for a green speck of sand
on a beach. While it is possible for any of us to
undertake this task manually, it would take weeks
to find the exact speck. However, with the aid of
Cybercheck technology, the intelligence can be

COPYRIGHT® 2023 Cybercheck All Rights Reserved.
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retrieved and analyzed rapidly, saving valuable time
and resources.

When it comes to the criminal justice system, it is
essential to understand the sequence of events
that unfold. From the initial reporting or observation
of a crime to the subsequent preliminary hearings,
grand juries, trials, and appeals, each stage has its
significance. Our technology has been designed to
seamlessly integrate into the various stages of the
criminal justice system, providing support to law
enforcement investigations and the legal process.
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Guiding Principles in
Machine Learning and
Artificial Intelligence

Like any field involving machine learning and
artificial intelligence, our technology operates
based on guiding principles. One such principle
is Locard’s principle, which has been recognized
and applied in the field of forensic science for
over a century. Locard’s principle states that
when two objects come into contact, there will

be an exchange of materials between them. This
principle finds direct examples in various criminal
investigations, such as gunshot wounds, where
data is transferred from the bullet to the body, or
fingerprints left behind by suspects on doors or
windows. These examples are well-established
and acknowledged in the court system, serving as
concrete evidence. Moreover, advancements in
technology have further enhanced the collection
and analysis of evidence, including DNA.

Introducing our technology into the modern

crime scene reveals a world that resembles the
intricate web of interconnected circles, lines, and
dots. These elements symbolize the exchange of
data, just like a fingerprint on a window or a bullet
penetrating the skin and bone. Each data point tells
a story, forming a complex narrative within the realm

COPYRIGHT® 2023 Cybercheck All Rights Reserved.

of Cybercheck. Consider the vast amount of data
flowing out of the control of end users, as depicted
in platforms like TikTok. This data can reveal crucial
information, such as IP addresses, usernames, and
even entire data streams. Thus, within the world

of Cybercheck, the internet becomes the primary
source of data, transforming fantasies into a
blueprint of the modern crime scene.

16



6 cybercheck
Modern Crime Scene

*h
-, Stativtical

- ﬁrl-uﬂti'll
" .
Cormasar - 1 Carmmaca
Covist

¥ [Paimman|

Hagrgasen

ession

Fyricies \ frroing
sl W Lo

M ‘r-‘um";-ulnn
."v:.'.:".::' ““"%

v,
Tempoinl o seaBica
1t
[
ata
ints
™% TAD (Denivy,
Dimtribuan,

"_I-Hutxlr.lllr-nl piiliee
Programmag .mh-:ﬂ '
i [

IP Address

L
3 Dby cwi
4 " =
b 3 Brn i lmrl'
o Lirigpe i e isticn
albviod Fearfimin, R
o+ s 1 O
BTOM
Wik Mﬂ .
leﬂkuﬂu o " - (e
L T L T - " -
P sl b b [- g .
"H-lh-u- -
armng

1L
¥ .u Bt

Maghine .~
inirg Lf““'?ﬂ s

e

el
! it B e
riomEnL, | | are
Software inaerifig
; & Clou puting
B
Pwiaral Wi
" E*h".-
-  rr A

T,
by
Machine Leaming *
LR oy b wrn

Elpud

3 y
Nl

Email
Account

ienie
Engnasney .

[
Haigha

Fantasy becomes the blueprint supported by habits.
Victimology and Suspect Profile.

COPYRIGHT® 2023 Cybercheck All Rights Reserved.

Opariting (usdang,

1y
R

T

Wi

ata Science

Lamge d

) 3
e .
e 1.
¢ el .
: s e -
O, Faspia, ¥, 1 II:I o ¥
™ R;E:::mng o ¥ Hadoop & B,|gr:-—.
T* s ata Faull s M 3
::...:ﬁ iy (. —— . 2 e .m ch .-n....nn ctiss En
Aot b dere s i
Dndies Maiching,
Hiseprohisa— MO vy
Chamring N9 b

17



6 cybercheck

The Intersection
of Technology
and Homicide
Investigations

Examining our experience in providing cyber
profiles for homicide cases, a significant pattern
emerges. Over 90% of these cases involve the
websites Pornhub, xvideos and XNXX, indicating
the prevalence of specific online behaviors linked
to these platforms. It is important to recognize that
individuals’ online activities on their mobile devices
often mirror their offline habits, particularly in terms
of where they consume internet content. Therefore,
when investigating a crime scene, it is crucial to
acknowledge that even if a perpetrator turns their
phone into airplane mode, it does not entirely sever
the connection between their mobile device and the
digital world. Smartwatches and other advanced
devices continue to demand the latest and most
up-to-date data, even when certain restrictions are
imposed.

Visualizing the dots and circles depicting data
refresh rates on the screen, it becomes evident

that these fluctuations represent the continuous
flow of information. For instance, a sports app may
disregard the rules set by the device manufacturer
and demand data updates. To understand
someone’s fantasies, it is necessary to support them

COPYRIGHT® 2023 Cybercheck All Rights Reserved.

with evidence of habits. This fundamental concept,
where fantasy serves as a blueprint supported

by habits, proves significant in over 90% of the
homicide cases we have encountered, particularly
when it comes to the role of pornography.
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Introducing the Cyber
DNA Engine:
The Intelligence Cycle

We are all familiar with the challenges we face
when dealing with certain judges and courts. If we
adhere to the process embedded in the core of the
Cybercheck tech stack, we can obtain results that
propel your investigations forward.

The foundation of our investigation begins with

the “ask.” This initial step sets in motion a chain of
custody, which we can later utilize to defend against
any potential 4" Amendment challenges. The “ask”
is driven by a clear objective - what do we want to
achieve? What information do we need to solve the
case at hand and move it forward?

Itis crucial to note that we are not simply a data

Intelligence Cycle

Throughout the intelligence cycle, we emphasize the
significance of answering critical questions to compile a
comprehensive report. However, there is one exception -
the "why." In cases involving child exploitation, human
trafficking, and sexual assault, un-derstanding the "why" is
crucial. Conversely, in cold case homicides or general
homicides, the "why" may not always be relevant or
necessary. For us, these investigations primarily revolve
around cyber profiles and establishing crucial details like
dates and times.

COPYRIGHT® 2023 Cybercheck All Rights Reserved.

collection outfit. Unlike traditional databases, all the
data we gather resides solely in system memory.
We sift through the vast expanse of the internet,
extracting the relevant information while discarding
the rest. This process, known as correlation or
processing, allows us to construct a compelling
narrative.

When it comes to analyzing and producing probable
cause, our primary goal is to draw conclusions.

We have always emphasized the importance of
identifying anomalies within the courts and during

hearings. Our approach diverges from casting a wide

net across an entire city, such as Cleveland, to find

potential suspects responsible for a homicide.
Instead, we require specific guidance, such as
the location, date, and time of the crime. By
filtering out extraneous noise and focusing only
onrelevant data, we can arrive at an accurate
and actionable conclusion.

A network of intelligence data that tells a story.
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Method
(Physical to Cyber)

Our approach to investigating cybercrime aligns
closely with traditional crime scene methodologies
like the strip zone and grid methods. We draw
parallels between these techniques and how

the internet operates. For example, zone one
represents pornographic sites, while zone two
refers to social media platforms. By examining the
cyber profiles associated with these zones, we can
gather valuable information.

Ultimately, when validating the information
obtained, we employ methods similar to those
used in real crime scene investigations. Just as we
analyze the presence, origin, and significance of
intelligence, we apply the same principles to the
digital realm. We assess what information exists,
how it came to be, why it is relevant to the
investigation, and what it signifies.

It is essential to recognize that the transition from
physical roles to cyber roles mirrors the way the
internet functions. By understanding this dynamic,
we can effectively navigate the complexities of the
digital landscape.
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Strip Method

Grid Method
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The Importance
of Events and
Reconstructing
Crime Scenes

Events hold great significance as they provide
Cybercheck with the opportunity to reconstruct
crime scenes. This process becomes even more
valuable when we consider the benefits of utilizing
the Internet to gather information. The effects of
time and surroundings can be understood in relation
to one another in the digital realm. For instance, an IP
address assigned to a residential area in Cleveland,
OH is a relational piece of information that can
always be validated, whether through a systematic
approach or the expertise of an open-source
intelligence investigator.

When it comes to the Internet, the effects of time
on both the platform and the recreation of crime
scenes are limitless. Predictable effects, such as
the functioning of an IP address, remain consistent
throughout the years. Whether it is 1999 or 2015,
the reliability of this method in cyber investigations
remains unaltered. Cybercheck and investigators
can confidently rely on this predictable effect to
capture and examine relevant data.
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Unpredictable effects also come into play when,

for instance, a web-based asset suddenly goes
offline. The question arises: where did it go? Will it
ever come back up? Despite these unpredictable
effects, they can still be controlled and managed.
Retained defense attorneys often bring up these
predictable and unpredictable effects to discuss the
consequences if a crucial data source, namely the
Internet, goes offline.

By introducing these concepts and terminology
early on in the process, such as with prosecutors
and law enforcement, the entire investigative
procedure becomes smoother and more efficient.
Additionally, transitory intelligence, like functional
information regarding IP addresses or phone
numbers appearing on websites, plays a vital role in
supporting search warrants against potential
suspects in criminal cases, such as homicides.
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Admissibility of
Evidence in Courts

When it comes to the admissibility of evidence in
courts, a relational and functional point of view
should be adopted, especially in the context of
cyber investigations. It is important to consider
both reliable and controllable effects. Is the data
being presented purely informational, or can it
be classified as intelligence data? Open-source
intelligence, a concept familiar to anyone who
regularly uses search engines like Google, is a
fundamental aspect of modern life. Even back in
the days of Yahoo, people were contributing to
the open-source data available on the Internet for
various purposes.

In court proceedings, four relevant types of data

are typically discussed: open-source data, open-
source information, verified data, and intelligence
data. Open-source data refers to information
obtained through platforms like Google, which crawl
websites and allow users to search for specific
information. Open-source information, on the other
hand, involves extracting relevant details from the
discovered data, such as specific dog breeds from a
website dedicated to dogs.

However, it is in the last two categories, verified

data and intelligence data, that the true value
lies. These types of data can either strengthen or
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disprove a case. Open-source intelligence, which
has been extensively discussed, plays a crucial
role in this process. Once the data from various
systems is compiled into a report, a high degree
of certainty can be attributed to its verification.
This intelligence package can then be utilized by
law enforcement to further validate the findings.
This validation process often involves activities
like conducting search warrants and interviews.

open open
source source
data information

verified intelligence
data data

How vast is the world
of open-source
intelligence?

7.9 hillion
world population

5.0 billion
internet users

6.0 billion
pages indexed on Google

18 billion
internet connected devices

3.96 billion
active social media users

1.9 billion
number of websites

5.6 hillion
queries processed
by Google daily

1.9 billion
number of websites
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Expanding on the Use
of Intelligence Data in
Court Cases

In this eBook, we have discussed the importance of
court-bound intelligence data and the challenges

it presents when it comes to maintaining its
integrity. When we send intelligence data to court,
there is always a question about its reliability and
trustworthiness. Unlike digital evidence, which

can be secured using hash values to prove its
authenticity, intelligence data cannot be treated

in the same manner due to the dynamic nature of
the internet. Websites constantly add and remove
data, making it irrelevant to apply hash values to
intelligence data. Therefore, the forensic space
requires a different approach. One issue that arises
is that prosecutors often do not scrutinize our
technology enough when preparing it for court. It is
crucial for them to understand what our technology
does, why it does it, and how it supports the
investigation. They do not need to know the code
level details, but a basic understanding is necessary
to effectively present the intelligence provided by
Cybercheck.

On the other hand, public defenders are generally
unprepared to challenge the technology presented
in court. They lack familiarity with case law and may
struggle to ask the right questions or make
convincing arguments when scrutinizing the
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technology. However, we have learned a lot from
defense attorneys who are well-versed in the

field. Their expertise in the law and their ability to
challenge the technology has helped us refine our
technology and improve our defense against such
scrutiny. When it comes to utilizing our technology
in court and preparing for trials, we strive to have a
great relationship with prosecutors. We spend time
collaborating with them through zoom sessions,
mock trials, and question preparations. This
collaborative approach ensures that both parties
are well-prepared and can present the intelligence
effectively.

This eBook was created from a Webinar transcript.
If you have questions, reach out, we’d enjoy the
conversation. Email us at support@cybercheck.ai,
we’d be happy to answer your questions.
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