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Introduction

In this eBook, we will be introducing Cybercheck
and how we're providing law enforcement with
cutting-edge techniques to revolutionize their
approach to crime scene investigations.

Now, it’s worth noting that what Cybercheck does
is not a new science but rather a modification of
proven machine learning techniques developed
over several decades. Throughout this eBook, you
will read a lot about machine learning and artificial
intelligence, which are also not new concepts.
However, our approach to implementing these
technologies is unique, as it was exclusively
designed for law enforcement purposes.

Many of you may already be familiar with the steps
involved in our technology and the roles of law
enforcement. In this eBook, we will establish a
baseline by providing a foundational overview of
how our technology functions and operates in the
context of law enforcement.

If you have any questions after reading this

eBook, we’d enjoy hearing from you, send an
email to support@cybercheck.ai.
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Outline

Let’s take a quick look at the outline of this eBook.
We will start by reviewing the foundational concepts
of our product, Cybercheck. Then, we will delve into
the more substantive aspects, focusing on how
Cybercheck processes intelligence and sharing
details from the cases we've worked on with our
customers.

Considering that we will cover many new topics in
the field of law enforcement. We encourage you to
reach out with questions about these topics so that
we can provide further explanations and insights.

Send your questions to
support@cybercheck.ai, we look

forward to hearing from you.
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Introducing
Cybercheck:
Revolutionizing Crime
Investigation with
Cutting-Edge
Techniques

We are thrilled to take you on a journey through our
innovative approach to solving crimes in this eBook.
We will not only shed light on some traditional
investigative concepts but also introduce you to new
and ground-breaking methods that we employ.

Empowering Law Enforcement in
Challenging Cases

At Cybercheck, our primary focus is to assist law
enforcement agencies in cases that have hit a dead
end or are at risk of going cold. We specialize in
providing a fresh perspective and helping you make
progress in those difficult and complex situations.
Whether it's a cold case, a challenging investigation
with no leads, or a lack of sufficient intelligence to
obtain a warrant, we step in to offer a whole new
approach.

Now, let's dive into the specific ways Cybercheck
can be of assistance.
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Retroactive Suspect Cyber Profiling

One of our key capabilities is retroactively profiling
suspects based on their cyber activities. By
analyzing their digital footprint, we can pinpoint the
presence of their cyber profile at specific crime
scenes or locations relevant to the crime. This goes
beyond just identifying their whereabouts at the
time of the incident; we can even uncover patterns
of behavior leading up to the crime. For instance, we
have successfully discovered instances where
perpetrators stalked their victims before
committing a crime.

Additionally, we excel in establishing connections
between various cyber profiles. This is particularly
valuable in cases related to drug trafficking or other
organized crimes. By scrutinizing the activities of
multiple profiles simultaneously, we can identify
associations and relationships among suspects.
This information proves crucial in unraveling
complex criminal networks and understanding the
dynamics between individuals involved.
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Unveiling Nefarious Online Activities

Our expertise extends beyond location-based
profiling. In cases such as narcotics or human
trafficking, we not only link suspects to relevant
crime scenes but also provide evidence of their
involvement in illicit online activities. This
intelligence can range from trading child
exploitation content to engaging in illegal firearms
transactions or suspicious crypto-currency
dealings. By presenting a comprehensive picture of
a suspect's cyber activities, we aid law
enforcement in acquiring the necessary
intelligence to obtain warrants and take decisive
action.

Case-Based Approach and Real-
Time Support

Our system operates on a case-by-case basis.
When faced with a challenging case, you can
provide us with the available information, and we
will leverage our machine learning and Al
capabilities to generate insightful results. Our
system is designed to not only process massive
amounts of data but also provide real-time support.
If you find yourself in an urgent situation like a
manhunt, our dedicated hotline ensures immediate
assistance by guiding you in locating and
apprehending the suspect.

Establishing Probable Cause and
Unlocking Critical Leads

When it comes to our role in law enforcement, we
come into the picture before the warrant stage. Our
objective is to help you establish probable cause by
providing you with vital breadcrumbs that can back
up your case. While our output alone may not
establish probable cause, it equips you with the
necessary information to validate and strengthen
your case. Imagine being stuck on a vast beach with
countless grains of sand, and all you need is one
distinctive green speck to crack the case wide open.
We're here to help you find that green speck and
propel your investigation forward.
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The Power of OSINT and SIGINT

At Cybercheck, our system is built on two
fundamental concepts: OSINT and SIGINT.

OSINT, which stands for open-source intelligence,
forms the backbone of our intelligence gathering
process. It involves extracting information from
publicly available sources on the web. Rest assured,
we do not rely on paid feeds, API-based data dumps,
or any unauthorized access to private accounts. Our
approach strictly adheres to gathering information
that is legally accessible to everyone.

SIGINT, short for signal intelligence, traces its roots
back to World War I. In the present context, it refers
to the interception and correlation of signals
transmitted over the internet. By analyzing packet
requests, headers, and clear web traffic, we can
identify valuable insights and establish connections
between different data points. This fusion of OSINT
and SIGINT allows us to tackle the vast digital
landscape efficiently and effectively.

Cybercheck: Unleashing the Power of
Al and ML

Our arsenal includes cutting-edge machine learning
and artificial intelligence technologies. We delve deep
into the surface, dark and deep web and leverage
these advanced tools to solve crimes that extend
beyond cyber-related offenses. From homicides and
narcotics cases to cold cases dating back to the
early 2000s and missing persons investigations, we
provide comprehensive support to law enforcement
in real-time manhunts and ongoing criminal activities.

COPYRIGHT®© 2023 Cybercheck All Rights Reserved.

Understanding the Surface, Dark,
and Deep Web

Let's take a moment to explore the technical
concepts of the surface, dark, and deep web.

. The Surface Web: This refers to the
portion of the internet accessible through search
engines and standard browsers. It comprises
websites, social media platforms, and online content
that can be readily discovered by anyone.

. The Dark Web: The dark web
encompasses encrypted networks and websites
that are intentionally hidden and require special
software or authorization to access. It is often
associated with illicit activities and anonymous
transactions.

. The Deep Web: The deep web refers to all
internet content that is not indexed by search
engines. It includes databases, private networks,
content behind paywalls or login pages. While not
inherently illegal or dangerous, it forms a significant
portion of the internet that is not easily accessible
through conventional means.

By understanding these distinct layers of the
internet, we can navigate the digital landscape
effectively and extract crucial information for
investigations.

At Cybercheck, we pride ourselves on our ability to
process vast amounts of data, providing you with
the equivalent work of a thousand analysts. Our
system has successfully handled cases involving
petabytes of data, enabling us to tackle complex big
data challenges head-on.

So, whether you're struggling with a difficult case, in
need of critical leads, or require real-time support,
Cybercheck is here to revolutionize the way you
approach crime investigation. Together, let's unlock
the potential of Al, ML, and advanced cyber profiling
to make our communities safer.
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The Expansive World of the Dark Web

The surface web, which we are all familiar with,
encompasses the websites we visit daily through our
browsers and those that can be easily found using search
engines like Google. It represents the public face of the
internet, where most of our online interactions take place.
However, when we delve into the realms of the deep and
dark web, we often associate it with illicit activities and
hidden servers, but that is just the tip of the iceberg.

To better understand the dark web, we need to redefine
our perception of the term "dark." Instead of associating it
solely with negative connotations, we should view it as
something hidden or concealed from view. By adopting
this perspective, the dark web encompasses any IP
address connected to the internet that cannot be found
on the surface web.

Initially, our thoughts may gravitate towards the dark web
being a breeding ground for nefarious activities
orchestrated by malicious individuals on clandestine
servers. However, this limited understanding fails to
capture the vastness and complexity of the dark web.
Beyond the realm of cybercriminals, the dark web
expands to include the entire Internet of Things (loT).

The Internet of Things comprises a myriad of
interconnected devices such as smartwatches, smart
TVs, cars equipped with Wi-Fi hotspots, Wi-Fi doorbells,
and even Bluetooth light bulbs. These devices serve as
additional access points to the internet, extending beyond
the familiar surface web. However, the most significant
component of the dark web lies within the world's internet
routing infrastructure and the multitude of machines that
facilitate its operation, commonly referred to as the
internet backbone.
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Consider the simple act of sending an email to
someone. Contrary to popular belief, the email
does not travel directly from your phone to the
recipient's phone. Instead, it traverses a global
network, making pit stops at numerous servers
along the way. These servers, along with millions of
other internet-enabled machines, constitute the
dark web. This expansive network of
interconnected devices and infrastructure is of
utmost importance when it comes to open-source
intelligence (OSINT), signals intelligence (SIGINT),
and the transmission of data packets across the
internet.
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The Noisy Chaos of Our Devices

Let's shift our focus to the devices we carry with us
daily, particularly our smartphones. These devices
are often the epitome of chaos, perpetually
refreshing apps and seeking connections to various
Wi-Fi access points. Imagine walking through an
airport and noticing an overwhelming number of
available Wi-Fi networks. Your smartphone's
incessant attempts to connect to each one result in
an immense amount of data activity.

When a criminal enters a potential crime scene with
their phone, the chaos emanating from the device
generates copious amounts of data.

Some of this data is transmitted onto the internet,

giving rise to what we refer to as “cyber-DNA
fragments." These fragments contain identifiable
information about the individual's cyber profile,
including where they leaked from and at what time.
Let's delve deeper into the concept of cyber-DNA
fragments by examining some common examples.
Essentially, a cyber-DNA fragment is a data packet
found on the internet that can be linked back to an
individual's overall cyber profile. This cyber profile
encompasses various elements such as email
addresses, aliases used on dark web forums, phone
numbers, and even social media accounts like
Instagram and Facebook.
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One prevalent type of cyber-DNA fragment is the
Wi-Fi probe request. Whenever you enter a room
with a Wi-Fi router or any wireless access point,
these devices broadcast their presence. Your
phone, in turn, sends out probes to connect with
these access points. These probes contain
valuable information such as geolocation and
timestamps, which can be instrumental in placing
an individual’s cyber profile at a specific location,
including a crime scene. When these probes leak
onto the internet, they can remain there for
extended periods, similar to how cold cases from
two decades ago have been solved using cyber-
DNA fragments found online.

Another example of a cyber-DNA fragment is the
information that surfaces during app refreshes.
Our apps are constantly updating, and some of
them contain identifiers like user IDs, email
accounts, phone numbers used for registration,
and packet header information containing IP
addresses and MAC addresses. When these
fragments leak out and associate themselves with
access points, they provide valuable clues in the
investigation process.
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Unveiling the Cyber DNA Trail

The scale of the problem becomes evident when we
consider the sheer number of crime scenes
potentially laden with cyber-DNA fragments. Over
the past two decades, almost every crime scene has
been enveloped in this hidden digital intelligence,
waiting to be discovered. This is where our expertise
comes into play in assisting with challenging cases,
meticulously identifying, and analyzing fragments
relevant to a specific crime, location, or even a body
dump.

By carefully examining these cyber-DNA fragments,
we can piece together a comprehensive picture of
an individual's online presence, ultimately aiding
investigations and uncovering valuable pieces of
intelligence to advance a case to closed. The vast
expanse of the dark and deep web extends far
beyond the stereotypical portrayal of criminal
activity, encompassing interconnected devices and
infrastructure that form the backbone of the
internet. Understanding and utilizing this expansive
network is crucial in the pursuit of justice.

So, let's explore the intricacies of how this process
works and how it can revolutionize the way we
approach and aide in helping Law Enforcement
solve crimes.

COPYRIGHT® 2023 Cybercheck All Rights Reserved.

5 Side
Cybercheck in April 2024, same process,
condensed into 3 Steps, instead of 5.

Overview of the System Interface

Cybercheck is designed to be straightforward and
user-friendly. It is a form where they can input
details about the case and ask specific questions.
Let's take a closer look at how this works.

Forinstance, let's consider a basic case where we
have a deceased individual named Jane Doe. We
know the location and time of her death, as well as
the last sighting by her sister at a specific place and
time. Our primary question is to determine the cyber
profile associated with the location where the body
was found within the given timeframe.

To address this question, our system utilizes a
robust artificial intelligence and machine learning
platform. It follows a cyclical process, iterating
through five main steps to build an answer to the
question. Think of it as starting with a small
snowflake and gradually accumulating more
information, like a snowball rolling down a hill.

(Note: The snowball reference is a common analogy
we use, especially for our southern partners.
Apologies for any confusion.)

While these five steps are an over-simplification of
what Cybercheck does, we find it helps our
customers understand how we arrive at the output
of areport.

lote: We launcéhed a new version of

Step 1: Cyber DNA Discovery and
Filtering

In the first step, our system performs a cyber-DNA
discovery and filtering process. To illustrate this,
imagine a scenario where a homicide occursin a
crowded neighborhood with no identified suspect. The
question we pose to the system is: "Whose cyber profile
was present at the crime scene?"

This situation presents a challenge because there could
be hundreds or even thousands of people who have
passed through that neighborhood. The system starts
by creating a geo-fence, encompassing a one-mile
radius around the crime scene. It then processes and
identifies all the cyber profiles that were within this geo-
fenced area during the specified time-frame.

It's important to note that cyber-DNA refers to
fragments of digital information transmitted from within
the geo-fence, rather than searching within it. For
example, even if the crime occurred in a demolished
home that has since been replaced by a strip mall, the
system still focuses on leaked information that identifies
a cyber profile associated with the time and place of the
crime. Once the system has collected potential cyber
profiles, it enters a filtering process to sift through the
vast amount of data. With potentially thousands of
profiles to analyze, it needs to determine which
individuals are unlikely to be suspects.
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The system achieves this by examining the life
patterns of cyber profiles. It identifies patterns that
indicate regular visitors to the neighborhood, such
as pizza delivery personnel, Uber drivers, or the
mailman. These individuals are then categorized as
unlikely suspects.

After eliminating the unlikely suspects, a smaller
number of profiles remain. The system then looks
for anomalies among the remaining profiles. For
example, it examines profiles of individuals who left

the area just minutes before a 911 call or arrived
moments before gunshots were fired.

An interesting case involved a crowded house party
where a firearm homicide occurred. The system
successfully identified the two cyber profiles that
left immediately after the gunshots were fired. This
information provided law enforcement with crucial
probable cause to move the case forward.

Step 2: Cyber Profile Construction
and Deconfliction

In the second step, the system focuses on
constructing and deconflicting cyber profiles. It
starts with a single cyber-DNA fragment, which
could be something as simple as a Wi-Fi probe or a
Facebook refresh attempt. The system then scours
the web, including the deep and dark web, to find
other unique cyber-DNA fragments associated with
the same profile.
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For example, starting with a Wi-Fi probe that
contains a MAC address and IP address, the
system may discover the associated Facebook
account, Instagram account, and other online
profiles. It also uncovers additional information such
as phone numbers, email addresses, and aliases
used by the individual online. By assembling all
these fragments, the system creates a
comprehensive cyber profile.

However, since there may be multiple individuals
with the same name or alias, the system enters a
deconfliction process. It narrows down the
possibilities and identifies the correct cyber profile
associated with the individual of interest. This step
ensures that law enforcement receives accurate
and specific information.

Step 3: Life Patterns and
Relationships

In the third step, the system delves into the life
patterns, relationships, and cyber activity discovery
related to the identified cyber profile. This process
helps uncover crucial details such as stalking
patterns or any connections between the suspect's
cyber profile and the victim's cyber profile.

By analyzing the data, the system can determine if
the suspect spent significant time with the victim
online, potentially indicating a closer relationship.
These insights provide valuable context to law
enforcement, assisting them in their investigations.
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Step 4: Cyber Activity Discovery

In step 4 Cybercheck is mining the dark web to
locate any criminal activity tied to the cyber
profile of the suspect. In cases involving
trafficking of any kind the dark web can be
leveraged to sell, buy and trade nefarious content
or distribute proceeds of criminal activity, from
weapons, drugs, exploitive content involving
children, even data from a cybercrime.

Step 5: Geolocation of Information

Finally, the system geolocates all the gathered
information back to the crime scene. It ensures
that every piece of data connects to the specific
location where the crime occurred. This step
helps create a comprehensive report that
directly answers the initial question posed by law
enforcement.

The result is a detailed report that contains key
information and insights. This report serves as a
valuable tool for law enforcement, providing them
with an essential resource to back up their
investigations and secure probable cause to
move the case forward.

Our system begins with a single fragment of
cyber-DNA transmitted from a crime scene or
related activity. It then utilizes a complex process
involving artificial intelligence, machine learning,
and data analysis to build a complete cyber
profile for the investigation. The system delivers
only the relevant information needed to answer
specific questions, ensuring a focused and
efficient approach for our law enforcement
partners.
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Let's take a closer look the map on the left. In the corner
of this building, a homicide occurred. The yellow dot you
see represents the wireless access point that was
linked to the cyber DNA fragment. Now, shifting our
attention to the information on the right, we have
identified the cyber profile of Paris Armand Props.

According to our data, Paris was located at this specific
spot at 2:30 CST on July 29th, for a total of 9 minutes.
An hour later, Paris returned to the location for another
11 minutes. This pattern of behavior is quite common in
criminal cases. After committing a crime, individuals
often experience panic and may even revisit the crime
scene to retrieve evidence or clean up any traces left
behind.

One crucial aspect to highlight on this image is the
concept of active interrogation of a device. This tells us
whether the wireless access point, or in simpler terms,
the Wi-Fi router, is still present at the location. By
running a report, we can determine if the Wi-Fi router is
still there or if it has been removed. This information is
valuable when obtaining a warrant, as it allows law
enforcement to seize the router and extract the
necessary logs for further investigation to backstop
intelligence provided in a Cybercheck report.

Now, let's discuss the legal process. We have our
founder, Adam Mosher, available to help address any
questions you may have regarding navigating the legal
system and how we can support you.
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Real-Life Case Examples: Advancing
Criminal Investigations

In this section, we will delve into a couple of real-life case
examples that highlight the invaluable role of location data
in assisting law enforcement agencies both at the state
and local levels. These cases demonstrate how location
data analysis can provide crucial leads and help advance
investigations.

Case 1: Homicide Investigation in West TX

The first case we will examine is a 2021 homicide from
Texas. The investigators had a significant challenge on
their hands, as the case had reached a stalemate. They
had gathered new leads but required further evidence to
propel the investigation forward.

The law enforcement agencies involved, had a list of
suspects they believed were involved in the crime. Their
request to us was simple: determine if any of these
suspects' location profiles matched the area where the
victim's body was discovered.

Using the provided time and place of the crime, we
analyzed the suspects' location data. Our analysis
revealed two individuals, who were within a 10-meter
radius of a laser-jet printer near the crime scene at
specific times. Suspect 1 had four consecutive profile hits
at 17:15, while Suspect 2 had two profile hits at 17:30. A
profile hit signifies consecutive minutes within range of the
access point, similar to the refresh attempts discussed
earlier.

Armed with this information, the Sheriff's Office was able
to retrace their steps. They located corroborating CCTV
footage from a nearby gas station, which supported our
findings. Furthermore, they discovered threatening text
messages on the suspects' phone after our report was
provided. This example showcases how location data
analysis can be instrumental in pushing investigations
forward and achieving guilty verdicts.

COPYRIGHT®© 2023 Cybercheck All Rights Reserved.

Case 2: Cold Case from 2003 -

State Police

The second case we will discuss is a true cold
case from 2003, which we recently worked on for
a State Police Agency. This high-profile
investigation had remained unresolved for two
decades, despite over 50,000 hours of
dedicated work by the police.

Our starting point for this case was a news article,
and the State Police Agency approached us with
a simple request: provide any new intelligence
that could potentially help close this long-
standing investigation. The primary suspect in
this case had always been believed to be the
victim’s boyfriend, but the lack of substantial
evidence prevented any arrests.

Using our location data analysis techniques, we
were able to re-evaluate the case after 20 years.
Surprisingly, our analysis pointed toward the
victim'’s boyfriend's friend as the new prime
suspect for the homicide. Furthermore, we
discovered that on the day of the crime, the
victim'’s boyfriend had seven profile hits in the
middle of the county, indicating his presence
within 5 meters of a reservoir sensor that
measured water levels for a body of water owned
by the county.

Equipped with this critical intelligence, the State
Police were finally able to make an arrest two
decades after the crime occurred.

These case examples vividly illustrate the power
of location data analysis in assisting law
enforcement agencies. By leveraging this
technology and expertise, investigators can solve
even the most challenging cases and bring justice
to victims and their families.
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Expanding on the Role and
Challenges of the Prosecution Team

Our Founder and CTO Adam Mosher is here to
assist as part of the prosecution team. His primary
responsibility involves working closely with the
prosecutors, assisting them in preparing for
hearings by clarifying and defining questions. This
preparation is essential as it helps them develop a
comprehensive Q&A session that will be utilized
during the hearings.

One aspect that sets us apart is the fact that we
exist as an intelligence tool, positioned somewhere
between Cellebrite, Magnet Forensics and Cell
Hawk Analytics. Our main objective is to surface
valuable information and intelligence that can be
used either for corroborative purposes or as
probable cause. However, when it comes to court
proceedings, there is often a tendency to
pigeonhole our technology into the realm of digital
forensics. It is important to note that our
technology stands as a standalone intelligence
platform.

While our information can be corroborated by tools
such as Cellebrite, Magnet Axiom, and call detail
records from AT&T or Spectrum, it is crucial for
the prosecutors to understand where we fit within
the funnel of digital forensics. This understanding
helps to define our role and prevent any
misconceptions about our purpose. It is worth
noting that we also play a role in corroborating
intelligence within other funnels.
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Note: This chart gives a simplified view of caseflow
through the criminal justice system. Procedures vary
among jurisdictions. The weights of the lines are not
intended to show actual size of caseloads.

While open-source and signal data has been used in the
private sector for years, it is still relatively new for the
courts. We often face challenges during hearings and
motions regarding the admissibility of our intelligence.
A prime example can be seen in a County of one of our
top customers, where our technology has been flooding
the courts for the past eight months. In this county, we
currently have around 20 cases pending, with two
having already gone to trial and resulted in guilty
verdicts. However, there have also been instances
where our intelligence was not allowed in court, leading
to state appeals or attempts to dismiss our reports.

Ultimately, the level of comfort that prosecutors have
with our technology plays a significant role in the
outcome of court proceedings. If they take the time to
understand and challenge our technology, it often leads
to a positive relationship. In our experience, judges vary
in their understanding and embrace of technology,
ranging from a lack of comprehension about basic
concepts such as IP addresses to highly sophisticated
and technically savvy judges who readily embrace
technology.

Sentencing

Adjudication and sanctions Corrections
—

Habeas Pardonand Capital
orpus clemency  punishment
7 f 7

q /
\ J
.Y

Out of system
A (registration,
| \ notification)

Intermediate >

sanctions Revocation

Out of system
Y Jail
T\

Revocation
Residential
placement
Outof systerr
\ Aftercare
Th society. .

President’s i Law i Revocation
of Justice, 1967. This revision, a result of the Symposium on
the 30th Anniversary of the President’s Commission, was prepared
by the Bureau of Justice Statistics in 1997.
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At the end of the day, the admissibility of our
intelligence often hinges on the disclosure of our
algorithms and technology. While we do not disclose
our algorithms, as is the case with other
technologies in our field, we focus on defending our
technology by replicating the work of traditional
analysts. Our technology was designed to replicate
the work of intelligence analysts, but in a quicker
and more efficient manner. Therefore, in court, we
spend a significant amount of time defending our
methodology and ensuring the replicability of our
results as detailed in our reports.

Conclusion:

The success stories we've highlighted today
demonstrate the immense potential of our
technology in aiding law enforcement agencies.
From rescuing a captive child to uncovering
connections in a narcotics case, our tools have
proven instrumental in solving complex
investigations. Moreover, the technical capabilities
of Cybercheck, such as precise location tracking,
provide law enforcement with valuable insights to
support their operations. Our collaboration with
prosecutors further ensures that the intelligence we
provide aligns with legal requirements and
enhances the overall investigation process. As we
continue to refine and expand our technology, we
remain committed to empowering law enforcement
agencies with the tools they need to keep
communities safe. Through our ongoing
partnerships and dedication to innovation, we aim
to play a pivotal role in the fight against crime.
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If you have any follow-up questions, feel free to
reach out to support@cybercheck.ai and we’d be
happy to help. Additionally, we can send you a
package that further explains the concept of
Cyber DNA and how it works. This document can
be shared with others who may be interested. We
look forward to hearing from you.
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